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Tablel: TermsDefinitions

Task allocation refers to the runtime decision of task placement and scheduling associated
the resource management.

Allocation

Application

Architecture

Architecture
framework

Component

Computing
platform

Concept

Crosscutting
concepts

CyberPhysical
System
Device

Method

Methodology

Middleware

Missioncritical
system

Version
v1.0

The functionality that implements a particular solution to help the -@rsgér to perform a specific
task. An application can be composed of a monolithic service or a group of distributed serv
which are executed in different and distributed targets in the device, edge, cloud continuurr

The fundamental organization ofsystem embodied in its components, their relationships to
each other, and to the environment, and the principles guiding its design and evolution.

Conventions, principles and practices for the description of architectures estatblgitigin a
specific domain of application and/or community of stakeholders

One of the parts that make up a system

A computing platform is the environment in which a piece of software is executed. It may b
hardware or the operating system (OS), even a web browser and associated application

programming interfaces, or other underlying software, as long as the program code is exec
with it. Computing platforms have different abstraction levels, includingraputer
architecture, an OS, or runtime libraries. A computing platform is the stage on which compt

programs can run.

An abstraction; a general idea inferred or derived from specific instances

Systerdevel methods and tehniques for linking application and platform. They include conct
for designing and deploying the application on the platform, as well as analysing aticheun

monitoring and managing the behaviour of the application running on a specific platfoime in
device, edge, cloud continuum.

Digital system that serautomatically interacts with its physical environment as integral part

its functionality.

Physical entity embedded inside, or attached to, another physical antitg vicinity, with
capabilities to convey digital information from or to that physical entity

F2NJ LISNF2NXYAY

AmethodO2y aAaia

each task.

2 ¥

i SOKY Al dzS &

A collection of related procésS 4> YS{iK2Rax
and can be thought of as the application of related processes, methods, and tools to a clas
problems that all have something in common.

Iy R

G22ftao

Y

Middleware is computer softwarthat provides services to software applications beyond thos
available from the operating system. It can be described as "software glue". Middleware mé
easier for software developers to implement communication and input/output, so they can f
on the specific purpose of their application.

A mission critical system is a system that is essential to the survival of a business or organi
When a mission critical system fails or is interrupted, business operations arécsigthyf

impacted.

Nature / Level

R/PU

Date
30/05/2022
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TERM

Orchestration

Partitioning

Platform

Process

Reference
Architecture

Reference
Model

Safey-critical
system

Service
Solution
System

System
Component

Technique

Tool

Table2: Abbreviations

ACRONYM
ADS

Al

AIS

Version
v1.0

RSTAYySa

A systemarchitectural element.

Automated Driving System
Artificial Intelligence

Automaticldentification System

Nature / Level
R/PU

A KI G¢

A means of solving a problem or dealing with a difficult situation.

Date
30/05/2022

Type of composition where one particular element is used by the composition to oversee al
direct the other elements.

Note: the element that directs an orchestration is not part of the orchestration.

Divides he application code into several parts that will be executed on different platforms, i.
mobile devices, cloudlets, or the cloud.

The environment in which the application is executed. It comprises of the complete
infrastructure in the device,dge, cloud continuum to execute the applicatiémgluding
hardware operating system hypervisors, communication networks, containers atalud
computing services

A process is a logical sequence of tasks performed to achieve a particulaivabjécprocess
6S R2yS:

gAiK2dzi &Ll

A Reference Architecture (RA) is an architectural design pattern that indicates how an abst
set of mechanisms and relationships rea a predetermined set of requirements. It captures
the essence of the architecture of a collection of systems. The main purpose of a Referenc
Architecture is to provide guidance for the development of architectures. One or more refer
architectures nay be derived from a common reference model, to address different
purposes/usages to which the Reference Model may be targeted.

A reference model is an abstract framework for understanding significant relationships amc
the entities of some environment. It enables the development of specific reference or concr
architectures using consistent standards or specifications supporting that environment. A
reference model consists of a minimal set of unifying concepts, axiomestatobnships within a
particular problem domain, and is independent of specific standards, technologies,
implementations, or other concrete details. A reference model may be used as a basis for
education and explaining standards to n@pecialists.

A system whose failure or malfunction may result in one (or more) of the following outcome
death or serious injury to people, loss or severe damage to equipment/property, environme

Services are the mechanism by whideds and capabilities are brought together.

A combination of interacting elements organized to achieve one or more stated purposes

Technical and managerial procedure that aids in the evaluation and improvement of the [sy
development process.

A tool is an instrument that, when applied to a particular method, can enhance the efficienc
the task; provided it is applied properly and by somebody with proper skills and training.

Page
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ACRONYM DEFINITION
API Application Programming Interface
AV Autonomous Vehicle
AWS Amazon Web Services
BDaaS Big Data as a Service
BMS Battery Management System
CAN Control Area Network
CCA Clear Channel Assessment
DDS DataDistribution Service
ECDIS Electronic Chart Display and Information System
EVF ElectricVehicle Fleet
FMA Fleet Management Applicatif€ f SSGi 2y 2Ye o A Q& LINE LINR S)i | NB
FMEA Failure Mode and Effects Analysis
FTA Fault Tree Analys
HAZOP HAZard And ORerability study
HITL Humann-The-Loop
loT Internet of Things
ISO International Organization for Standardization
ICT Information and Communication Technology
ICS IndustrialControl Systems
IT Information Technology
12v Infrastructure to Vehicle
KPI Key Performance Indicator
LAN Local Areas Network
LTE Long Term Evolution
MAC Medium Access Control
MD-SysPE Model Driven System Performance Engineering
ML Machine Learning
MQTT Message Queuing Telemeffyansport
MR Magnetic Resonance
ODD Operational Design Domain
OEM Original Equipment Manufacturer
PC Personal Computer
PKI Public Keynfrastructure
Version Nature / Level Date o Page
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ACRONYM DEFINITION

PLM Product Lifecycle Management

PRR Packet Reception Rate

QoS Quality of Service

R&D Research and Development

RF Radio Frequency

SatCom Satellite Communication

SCCPS SafetyCritical CPS

SIL Safetyintegrity Level

SLA Service Level Agreement

SLO Service Level Objective

SoS System of Systems

SoTA State of The Art

SW Software

TARA Threat Analysis and Risk Assessment

TLEX Traffic Live Exchange Platform

ToC Transfer of Control

TRL Technology Readiness Level

uc Use Case

V&V Verification & Validation

VIT Virtual Integration Test

VM Virtual Machine

V2V Vehicle to Vehicle

WP Work Package

WSN WirelessSensorNetwork

WWTP Waste Water Treatment Plant
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2)1 OOl AOAOQET 1
This report isaresult of the TRANSACT project, in speeifiesultof TRANSAC&sk 31. This taskvas to
investigateuse caseand technicatequirements(originating fromwork package Jlandidentify necessary

concepts for managing performance and safety for deploying and running distributed applications for safety

critical G/ber-PhysicalSystems CP$
Specificattention points inli K A & inlektigaliad ee the following:

1 Performance and safety omitoring requirements and concepts applicable to the TRANSACT

reference architecture and distributed safetyitical applications;
1 Requirements and concepts to predict (e.g. based on simulationjaeerdd safety and performance

applicable to the TRANSAf&Terence architecture, including safety assurance concepts suitable for
re-qualification (building on the concepts developed in past ECSEL projects to facilitate the

independent development of safety functions);

1 Concepts to manage rdiime operation, intuding faitsafe concepts such as operational safeguards
and degraded operation modes which ensure that there is alwaglswice functionality available in
case the edge or cloud parts of the application is not responsive anymore;

1 Risk analysis to assutke design of safety and performance controls for each component (in all

scenarios and use cases) in the TRANSACT reference architecture to assure the same level of risk

(based on simulation analysis);

1 The impact and relation of safety and performance concepts on security and privacy and vice versa.

This deliverable reports on the results of these activities.

2121 1 ROERATI EOAOAAT A
This document has the following major purposes:
1 Documentation of selded concepts for safety and performanaealysisto be applicable across the
TRANSACT domains.
1 Documentationof seleced concepts tomonitor andmanagesafay and performance imun-time
operation, including faitafe concepts
1 Documentationof seleced safety assuranceoncepts andisk assessmenitnethods tovalidatea
properdesign of safety and performance contrais support of (re) qualification.
The results in this deliverableNB Of 2aSfte& |t A3y SR | yR KI N¥Y®geingSR
security and privacy concepfer distributed CPS solutionand ensured to be fitting with the TRANSACT
reference architectureasdescribed irDeliverable D2.1.

222 A1 AOEI 1 OEED! OB Ak DEIADI OO
Thisdocumert relatesto the followingTRANSAGIeliverables
1 D5 (D1.1Jse case descriptions, end user requirements, SotA and(KRD3

The selected concepts for eftd-end safety and performance for distributed safetytical CPS are
aligned withthe needs of the use cases as documented il Rhdwill be applied in the context of
those use casedhis deliverable includes a brief oview of the TRANSACT use cases.
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1 D6(D1.2) Technical requirements and TRANSACT transition methodology commonalities (M12)

Theselected conceptfor endto-end safety and performance for distributed safefjtical CP&@re
alignedwith the technical requirerants as documented in D1.Zhis deliverabléncludesa short
overview of needs and expectatioper concept category to summarize D1.2.

1 D7 (D2.1)Reference architectures for SCDCPS v1 (M12)

Theselected conceptior endto-end safety and performance for distributed safefjtical CP&re
aligned andensured to beconsistent with the TRANSAQEference architecture as documented in
D2.1.This deliverable includes a brief overview luiktreference architecturéor understanding

1 D9 (D3.2) Selection of concepts for erid-end security and privacy for distributed CPS solutions
(M12)

Theselected conceptior endto-end safety and performance for distributed safefjtical CP&@re
harmonisedwith the complementaryconcepts for endo-end security and privacy for distributed
CPS solutions as documentead3.2.

233 000A000A 1T £ OEEO AAI EOAOAAI A

The structure dthis deliverable is as followkirstly,in the next sectionSection 3) a brief overview of the
TRANSACT project use cases is@gvani K | T2 0dza 2y SIF OK dza$S Ol atdQa al
provide context to the selected concept descriptions and esded examples for application in context of

these use casedlso,in this section included is a brief capture of the TRANSACT harmonised technical
requirements, and a brief overview of the TRANSACT reference architeSeoton4 then provides a

WKSt ARIHMNBENIY GKS adGNHzOGdzNBE 2F (KS O 2(gppliSatidin,crbss A © S ®
cutting, and platform)and thirteen selected conceptadses, divided up across thesgegories.

This overview sets the scene for the actual description of selected concepBection5, the selected
application concepts are describedihis is followedn Sectiors 6 and 7 with descriptions of the selected
crosscutting concepts, and platform conceptsspectively Finally,in Section8 conclusions are presented

on this investigation and selection of concepts for safety and performance for sysieims deviceedge

cloud continuum.
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This section provides a shostimmaryof relevantresults of related TRANSACT work paclsagdgth as
purpose to help understandinpe contentsthis deliverable In this section,ifst a brief overview of the use

cases within the TRANSACT project is giffem deliverable D1.1)then the TRANSACT reference
architecture (from deliverable D2.1)ssmmarised

3.1/ OAOOERGA T3R8 p

3.1.1 Use case t Remote Operations of Autonomous Vehicles for Navigating in Urban
Context

In this use caseleetonomy and partnenwill develop a solution for remote control of (sejnautomated
vehicles for navigating in urban environmeirisgeFigurel). The solution will allow vehicles to be moved
from one location to another even without a driver, but with a remote operator. The operator will receive
continuous feedback on vehicle state and environment, allowing him/her to assist the vehicle to navigate
through urban traffic. The vehicle will have autonomy provided by current-sththe-art automated driving
solutions taking care of normal driving, and chleeof detecting and reacting to arising hazardous situations.

Duringthe TRANSACT project, the use case team will enhance the capability of the vehicle to understand its
surroundings, react to pedestrian and other road user behaviours and make locsibdeciThe interaction

and cooperation of vehicles and human operators in remote operating centre will be seamless and enhanced
through visualisation and communication of the vehicle understanding and intent in augmented reality
camera view and user intex€es with 3D data model of the driving environment. This allows the remote
2LISNF G2N) 2 KIFI@S |y dzyRSNAGEFEYRAY3I 2F GKS @G&KAOf S
complex environment including people in different roles. The remote operatoviges supervision and
additional safety as well as the intelligence to resolve arising exceptional traffic situations.otAamdf

control between operator and vehicle is performed in smart way.
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Figurel: The remoteoperations use case clotgtigedevice continuum

TRANSACT safety and performance challengibgereare severalperformance and safety challenges, which
need to be tackled within the use case. Those can be divide®Bioter-archingdimensions and addressed
in 3 separate domains: theehicle, remote operatin, andthe operating environment.

The firstdimensionis the software architecture, where théollowing performance reliability and safety
elements need to be addressed: vehicle autonomy, remote operating software and environmental software.

The secondlimension is the network and connectivity. As depictethaarchitectural diagram above, there

are multiple software and hardware systems (components), which are interconnected, and most of them rely
on either realtime datatransfer or at least acceptable glagsglass or systern-system lag where certain
thresholds cannot be exceedéa ensure safe operation with acceptable performance.

The third dimension is the clougligedevice continuum, wherenuch ofthe system performance and safety
hinges on device and software integration and data flows througbrdifft systems.

The key focusn all three dimensions isn two objectives 1) sufficient safety level and performance
characteristics in the vehicle and fleet management autonomy; and 2) safe transfer of control from Remote
Driver to vehicle and back

3.1.2 Use case 2: Critical maritime decision support enhanced by distributed, Al
enhanced edge and cloud solutions

The maritime use case (UC2) will demonstrate advancements in safe and efficient maritime navigation made
possible by enhancing the existing basic edge/cloud technologies in the NAW&MRyation Suite to the
TRANSACT architecture. This will allow foegrdation of traditional advisory services,-l#¥dsed advisory
services and datanalytics services into the devieglgecloud continuum to improve safetgnd efficiency,

as will be demonstrated for automated High Sea vessels and an autonomous hbdasagsupport vessel.

Version Nature / Level Date Page
v1.0 R/PU 30/05/2022 17 of 113



Selection of concepts for erfid-end safety and performance
for distributed CPS solutions

DS (3.1)

£Y NavCloud

:’ +

—

'y
"J PR

&7 NavTracker
Windows » 05 + Andio

<3

A7 NavTV

LY NavFleet

ONSHORE

e Navigation Suite
TR B st Bx Sy [SW F

One integrated platform

-y ="

&Y NavStation

©
¥ NavBox

BACK OF FRONT OF
BRIDGE BRIDGE

Figure2Y b ! + ¢ RTRANBCTLENEBigation suite

In the Figure2x

service for safe and efficient navigation.

Decision data

structures
¥ NavTracker
Wdow

+ 10S + Android

=

&7 NavTV

Decision data [R===
visualisation

ONSHORE

Portfolio Management

b ! + ¢ hVRANSAADNAigation suiteis illustrated. In the followingrigure3 the
planned deviceedgecloud services are detailed, building a holistibA$ed monitoring and decision support

e Navigation Suite
X B st Bx Sy [Si R

One integrated platform

| ¢
|8

Feedback & quality
assessment
" IVEVOLETIO ECDIS

bt =172 1
dge Advisory Services
T |

Oy NavBox el

FRONT OF
BRIDGE

BACK OF
BRIDGE

Figure3Y b ! + ¢Navig@tion sfite build on TRANSACT architecture

Version Nature / Level

v1.0 R/PU

Date
30/05/2022

18 0f 113



D8 03.1) Selection of concepts for eAd-end safety and performance ﬁ
' for distributed CPS solutions H-*1

TRANSACT

TRANSACT safety and performance challengése safety and performance challenges for the High Sea
demonstrator are mainly related to the safety of navigation, includivgupdating of critical navigational

data tothe Back of Bridgee(g.the planning staibn) andthe Front of Bridge systems (e.g. the ECDIS system).

In addition SW bugs and/or human failure in operating the planning station can be critical, e.g. when making
a Passage Plan. Most serious safety issues are related to thgmmeahonitoring aml decision support for
Navigators and the navigation itself by the staaldne ECDIS system, e.g. by failing to prigpeonitor the

traffic conditions and the surrounding traffic situation, or justcause ofa generallack of situational
awareness.

In the demonstrator related to an unmanned surface vessel in port, safety issues are related mailaigkto
of situational awarenessvhich isneededto avoid incidentsn due time e.g. by stopping the autonomous
vessel beforesuchan accidentcouldhappen.

3.1.3 Use case 3 Cloud-Featured Battery Management System

In a cloudfeatured battery management system, electric vehicle battery data is collected and transmitted
using an advanced and secure data logger and transferred encrypted to a data broker, thesdata is
stored in an optimized database. All of this is happening while the Electric Vehicle Fleet (EVF) is driving.

Figure4 depicts the higHevel data exchage pattern between the three tiers according to the TRANSACT
architecture. Safety, time and performance critical communication, control and degrsading is mainly
restricted to and between the device and edge tiers. The battery management system (B¥S)res
battery specific quantities and controls the system accordinilgmely,the BMS does not require a
persistent connection to the cloud in order to run and perform properly. On the other hand, the BMS is
connected to the cloud via the LTmateway inorder to send telemetric data to the cloud and receive
optimization and software updates.

The realization of the architecture delivers a system of subsystemsThe deviceedge subsystem, which
allocates safety and performance critical elements, issdasn CAN Bus communication, a wasdtablished
and proven system. The edgudsubsystenis less critical for safe operation and is more resilient by design
against performance issues.
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Figured: Threetier structure of thecloudfeatured battery management system.

TRANSACTfety and performance challenge#s shown irFigured, safety, time and performance critical
communicationare mainly restricted to the device and edge tiers. While the communication between edge
and cloud is of minor criticality regarding penizance and safety, security is the critical aspect

3.1.4 Use case 4 Edge-cloud-based clinical applications platform for Image Guided
Therapy and diagnostic imaging systems

''4S /I & Scloumdbased BliFic&l applications platform for Image Guided Theramy diagnostic
AYF3IAy3d deadasSvya¢ed Aa + KSHEOGKOFINB dzasS OFaSszI FAYAy3
In particular, the use case addresses image based minimally invasive clinical procedures which are typically
performed in Cathlabs oBperating Rooms. Clinical procedures in such environments are typically very
complex and involve a team of healthcare professionals (with a variety of expertise in multiple disciplines)
and many specialized devices. In order to deliver optimal treatpafirtollected (multimodal/multi-source)

data should be easily available for sharing and interpretation during examination for the healthcare
professionals. However, currently the exchange of information is often hampered by a lack of tools to support
efficient collaboration between disciplines and often requires collecting and reviewing information in the
room outside the Cathlab which slows down the performed procedure and possible effectiveness of the
overall treatment.
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Figure5 Typical workflow setting during imaggiided therapy with physicians utilizing medical imaging
equipment for the minimally invasive treatment of patients

In UC4, a medical imaging device performing satetjcal applications ke live Xray imaging, will remain
asan embedded functionality in the device. However, missooitical functionality, such ason-reattime
image processing, offline planning and intpperative analysis toolwill be deployed outside of the device,
i.e., either on the edge or in the cloud.

In addition, simulations using different system parameter settings (bandwidth, latency, system availability
etc.) and real clinical workflow paramegde.g. image reading turnaround time) will allow asgasst ofthe

impact of cloudbased components on the actual ender workflow. These simulations will be performed
even beyond the strict IGT scope and include also other imaging modalities (e.g. MRI).

TRANSACT safety and performance challen§edety and performancaspects are essential when complex
image processing and application responsiveness come together during the live image guided treatment of
patients.As an example, one scenario in UC4 is concerned with the ability to integraiteteaneentional 3D
imageswith the live Xray image guidance such that a physician has optimal guidance during treatment of a
patient. The system must be able to perform the image registration in the cloud, within a predefined
response time or revert to a wellefined degraded pdormance way of working.

3.1.5 Use case 5 Critical wastewater treatment decision support enhanced by
distributed, Al enhanced edge and cloud solutions

' &S OCriical wastewater treatment decision support enhanced by distributed, Al enhanced edge and
Of 2dzR &a2f dziA2y aé Avhichlaacks tyir&edpiobleds: e dededtiGn ugbh idstrial
discharges, the need for better strategies for equipment maintenamckhe need for a more efficient cross
WWTP operation.

Wastewater treatment plant§WWTP) aim cleaning sewage and water coming from citizen consumption,
drainage and rainwater with propose of these wastewater streams can be returned safely to the
environment.Sometimes, the environmental areas where the treated water is dischargeceastise or
protected areas and therefore, the correct water depuration has a strong impact in the environment,
population welfare and agriculture in the surrounding zones. Therefliseuptions and dysfunctioris the
management of the main processesateld to the achievement of proper water quality may lead to high risks
to the society, the environment and the local economiBise most extended kind of WWTPs involve physic
chemical treatment and biological treatment in different stages for removingsaind pollutants, breaking
down organic matter and restoring the oxygen content of treated water [&gere6).

Version Nature / Level Date Page
v1.0 R/PU 30/05/2022 210f 113



D8 3.1) Selection of concepts for erfid-end safety and performance
' for distributed CPS solutions T |

TRANSACT

Unfortunately, those disruptions on the depurationogesses usually happen, especially in industrial areas
wherethe WWTPare severely affected when the toxic spills reach the facililesding to an interruption in
the operation of the critical biological reactomvoidng an appropriate waterdepuration Therebre, these
toxicdischarges havienpact onenvironmentand couldseriously affect the protected natural aréfash kills).
The reestablishment of each biological reactor may involve aroundZ8Xkeuros, aside from the heavy
penalties for the plant managers.

Wastewater treatment process Outlet pumping station
Storm water tank *
Chemical
mixing -
‘l 'l.l
LR Tertia
Return activated sludge trealmequut
s Equalization ) o Secondary
2 tank anary‘ 1 Biological processes sedimentation
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-g e e o > -y
a Selector .
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< . < s < . < - €| Aerobic | € - o
~ digestion
Slud Slud A
udge udge 4 : ;
handling and dewatering miScI:gg;g Pre-thickening

transfer

Chemical mixing

Figure6 General scheme of a typical wastewater treatment plan process

TRANSACT safety and performance challengée safety challenges in this use caseraainly related to

the detection of tlese toxic spillandthe preventon ofdamage to facilitiesMonitoring and modelling these
wastewatertreatment processes and detecting anomalies, upcoming discharges could be predicted, advising
the operators or automating the operation in certain sitigats (e.g., closing the entrance to one of the
reactors). Moreover, WWTPs work as isolated islands, sharing information in real time across WWTPs may
help other WWTPs downstream to prepare for upcoming spills.

3.1.6 TRANSACTHorizontal demonstrator

In this demonstrator most of the core TRANSAGDmponentswill be deployedshowcasing them and
allowing to evaluate the correctness and generality ofdhehitecture proposed in the projecAdditionally,
this demonstratoraims tointegrate andevaluate the mechnisns and components developed WP3
related to safety, performance, security and priyache integration of these components will be evaluated
through a generic scenario thatill be usedas reference tocombinethe different core and functional
building blocksusingthe TRANSACT approadthis demonstratomwill also assist in the deployment and
maintenance of the software modules required at the edge and cloud levéte oe cases.
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TRANSACT safety and performance challendéechallenges in thisemonstratorwill be mainlyfocused
on operationalmode changesdata andcommunicatiorand monitoringthrough thecontinuum cloudedge
and device tiersThis demonstratochecls aspects related toeliability, availability safety, confidentiality
andintegrity in a generalRANSACT platform.

324EA 421 .31 #4 OAEAOGARRPHA AOAEEOAAOOOA

The TRANSACT project has adoptadetier, deviceedgecloud,architecture conceptBased on this

concept the project has proposedfirst reference architecturén deliverableD2.1(seeFigure?). Inthe
deliverable D2.1 a full description is given of tiRANSACT reference architecture; here a summary is
included forpositioningthe selectedsafety and performanceonceptsn this reference architecture

Edge Tier Cloud Tier

Safety-Critical Mission-Critical Mission-Critical Function
Function Function ( )

Non-Critical Function

A e e e e e e et e ; ( Non-Critical Function )

s [ New Services l BDaaS l
l Non-Critical Function I;l | Marketplace

7
Data ][AI 8 ML &] e AL e . New
~ o Manager Analytics L Manager Analytics SINICES
[ Safety, Performance and Security
Monitoring Services (" safety, Perf d h f )
¢ J il RS Auditing Performance and Auditing
Security Monitoring Service Security Monitoring Service
( Operational mode manager ) Service e
. o’ b y
Identity & Remote Auditing h [ Access, Operational Remote | [ Access, Operational Remote |
Access Update Sariies Privacy & Mode Updates Privacy & Mode Updates
Service Client ) Edentity Srvc || Coordinator Coordinator‘ Edentity Srvc || Coordinator | | Coordinator
7

( Data Services & Comms J & Data Services & Comms )) l Federated Data Services & Comms l

Reliable network (with dependability guarantees)

Internet (Best Effort)

Legend: Domain specific | TRANSACT TRANSACT _ = == Offloaded functions
functions Core services & Value-Added servicess =~~~ o _
functions & functions Destination tier

Figure7: TRANSACT referenaechitecture

The domain specific functions or components are depicted in red, yellow and green depending on their
criticality. Domain specific functions may be offloaded from the device to other tiers. Core TRANSACT
components, available to every use case, are depintgeey. Finally, blue components refer to potential
ValueAddedfunctiors that may be included depending on the use case.

The TRANSACT reference architecture defines the safetyiastn criticafunctions, the core services and
functions andfurther valueadded services and functier(seeFigure?).

The safety andnission criticafunctions are key in the $aty-critical CPSThe distributed safetgritical CPS
solutions will be deployed over-tBr (deviceedgecloud) architecture continuum. Each tier in the
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architecture provides a specific qualiby-service level especially with respect to performance aspach as
response times and datmansfer guarantees, ranging from best effort to reliable and tide¢erministic data
transfers. Safetgritical functions often havenard realtime constraints, whereas the missiamitical
functions may have soft resime constraints (which may degrade the system's quality of service when
missed, but do not necessarily lead to failurés)edge andcloud value added functions cdre deployed
including in the cloudBigData as a Service (BDaaS) services.

TRANSACT aimsimprovingovermonolithicCP 3y offloadingfunctionsto the edgeor cloudtier. A fewuse

cases will offload safetgritical functions to the edge tier, more use cases will offload missiitical
functions to edge and clou®uchoffloadinggives numerous advantages such as: improved reliability and
performance of the device (as fewer services are running on the device), improved efficiency of the offloaded
functions due to usage of better hardwarethe edge or cloud, improved innovatiopeed of the distributed

CPS as the new or upgraded functions can be deployed @asliieredge and cloud.

However, when considering offloadifignctionsfrom the device it is critical to ensure CPS systemtend

end safety performance,security, and privacy. Therefore, a number of dedicated core services are
introduced to cooperatively realize that objective. T8edety, performance and security monitoring services

are responsible for monitoring, detecting and preventing safety, security and performaioee$. In
FRRAGAZ2Y S GKS@& NI Ojatencyk trougHpud, lacdBaryQ availability) that areaid3éd by &
the operational mode managegfrunning on the device) and theperational mode coordinatofrunning at

the edge/cloud tier) to decidat runtimewhetherk RS @A O0SQa Fdzy Ol A2yormdt y 6S St

To achieve safe and predictahlpdates to thesystem the following core services have been identified: the
remote update clienfrunning on the device) and thgdate coordinatofrunning at the edge/cloud). Those
services cooperate across tiers to perform remote automatic updates of the different device services in a
secure and safe way. Each update activity is coordinated with the operational mode coordinator service to
keep the sy®em in the safe state at any time.

Further core services addresadditional security and privacy caerns The identity & accessservice are
responsible for granting/denying access to the system resources based on the policies defining who has what
access (in which role) to which resourc@her core servicse contributing to the system securitgire the

auditing services. These services colled information about accessing and using the system in order to help
detecting the security policy violations when system is accessed by unauthorized users or in an unauthorized
way. The security aspects are also addressed byftlkerated) data servicesxd commsservices helping in
efficient and secured data handling, both, in transit and at rest

In this project, each usecase will experiment witthe TRANSACT reference architectute components
and a mix ofthe selectedconceptspresented in this délerablewith the aimto capture the overarching
results across the various use cases. This all®R¥NSAQ® validate the approach and refithe proposed
reference architectur@verthe course of the project.
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In the course of the investigation in task 3dh overall structure was created torganise the selected

concepts and maintain overviewhis section presents a brief overview obthtructure with threecategores
andthirteen concept classes.

42 | OAOOEAXx 1T £ OAI AAGAA OAEAOU AT A DPAOEA
In systems desigrone often distinguishes the platform (the infrastructure of a system) from the applications

that run on this platformor are enabled by this platform. Thercept categorisation follows thaistinction
The selected concepts atleus divided into three categories:

1 Application concepts
9 Crosscutting concepts
9 Platform concepts

Application conceptdarget the Application: the functionality that implements a paunlar solution to help

the enduser to perform a specific task. An application can be composed of a monolithic service or a group
of distributed services which are executed in different and distributed targets in the device, edge, cloud
continuum.

Platform conceptdarget the Platform: the environment in which the application is executed. It comprises of
the complete infrastructure in the device, edge, cloud continuum to exeeuepplication, including
hardware operating systers hypervisors, communit¢@n networks, containers &loud computing services.

Crosscutting conceptsare systerdevel methods and techniques for linking application and platform. They
include concepts for designing and deploying the application on the platform, as well as analysing-and run
time monitoring and managing the behaviour

The selected conceplassas, based on these three categorjese shown irFigure8.

/Applicationconcepts N
~ "~/
' Cross-cutting
concepts
(linking application &
platform)
A
s A
Cloud/edge/device
platform concepts
AN

Figure8: Selected safety and performance concepts

A concept class themay contain asmall numberof related conceptsas neededo cater to the needs of
various ug cases and their domain characteristics.

In the next sections, the selected concepts are described per concept category (Applicatiorgunogs

Platform)and concept class (e.gredictable performancesafety and risk analysisr Al monitoring)
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This section describéke selectedapplication concepts.

TheApplicationis the functionality that implements a particular solution to help the -ersgr to perform a
specific task. An applicati can be composed of a monolithic service or a group of distributed services which
are executed in different and distributed targets in the device, edge, cloud continuum.

52421 . 304 EEADOT T EARAARAO AT A AGPAAOAOGEITO
Followingthe TRANSACT referermehitecture(see sectior8.2), use casapplications will be divided over

the deviceedgecloud continuumFor safetycritical and missioitritical functionsthis means thaadditional
precautions are requireddn top, firther addedvalue and Afunctions need to be integrated.

For such distributed applications, this medirst andforemostthat service level expectations need to be
formalised monitored andassured to banet. For Al services iparticular,concepts for such service level
expectations monitoring and managemeraf Al serviceseed to bedeveloped to fit withuse with/in
distributed sdety-critical CPSsolutions As edge and clal in geneal have no absoluteavailability
guarantees on-device fallback functionality and seamless changer handling to fallback functionality
need to bemanaged so that at all times safety is warrante@ihis requires applications toffer various
operating modesbe scalableandsupport seamlesshange of operatiomodes.In distributed safetycritical
CPS solutionsafety and privacy related data leaves the confines of the device, and vice versa external data
is imported for use in safetgriticd or missionrcritical functions. This requires the data integrity to be
established andafeguarded.Finally,to reap the benefits of the cloudt needs to be possible to apply
incremental updates of functionality across the dewsziecloud continuumn a safe and secure manner.

The complete set oftechnical requirementds documented iNTRANSACdeliverableD1.2 This section
describes selected application conceptbat address theseequirements andists open challenge®r these
conceptsas appliable that will be investigateduringthe TRANSACT project

533A1 AAGAREAMAGER GO
The selected application concepee highlightedin Figure9.

(Application concepts N
o J
Cross-cutting
concepts
(linking application &
platform)
A
e ™
Cloud/edge/device
platform concepts
Figure9: Selected application concepts
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This section desdresconceptsand methods for the specification of safety and performance at service level.

A servicdevel agreement (SLA) iglacument that defines the level of service expected by a customer from

a supplier. SLA&Stantchev & Schropfer, 2008pecify the metricsifdicatorsfor defining Service Level

Objectivesc SLO) by which that servicerseasured and the penalties and remedies if the agrepon
service levebbjectivesare not achieved.

A welldefined SLA will contain the following components:

1

1

Type of service to be provided: It specifies the type of service and any additional details of type of
service to be provided.

The service's desired performance level, especially its reliability and responsiveness: It specifies the
level of reliability ad responsiveness of the service. A reliable service will be the one that suffers
minimum disruption in a specific amount of time and is available at almost all times.

Monitoring process and service level reporting: This component describes how the parnfoem
levels are supervised and monitored. This process involves gathering different type of statistics, how
frequently these statistics will be collected and how they will be accessed by the customers.

The steps for reporting issues with the service: Tohimponent will specify the contact deta{lsf a

person or organisatiortp report the problem to and the order in which details about the issue have

to be reported. The contract will also include a time range in which the problem will be looked into
and when the issue will be resolved.

Response and issue resolutitimeframe. Responsdimeframe is the time period by which the
service provider will start the investigation of the issue. Issue resoltitimeframeis the time period

by which the current serge issue will be resolved and fixed.

Repercussions for service provider not meeting its commitment: If the provider is not able to meet
the requirements as stated in SLA then service provider will have to face consequences. These
conseguences may includestomer's right to terminate the contract or ask for a refund for losses
incurred by the customer due to failure of service.

SLA elements could be divided into Service and Management elements. Service elements include the specifics
of the services providedManagement elements should provide information about

)l
1
)l

measurement methods and standards,
dispute resolution processes,
and reporting processes.

Standard types of metrics could be used for the SLA monitoring:

T

Service availability: This is the amount ohai the service is available for use, with e.g. target of
99.99% @ At I 0Af A (wberecavaiabiliySs spesifié ®etkelservice characteristics, e.g.,
accessibility of data and retention periads

Business metrics: A business metric spacified measure used to track the status of a specified
business process, e.g. a secubitgach notification may specify that a client is notified within 48
hours after determining the existence of a security data breach.

Technical metrics: Technical tries are used to quantify and assess the critical technical attributes
of delivered services. The main purpose of the technical metrics is to detect and fix issues before
they impact the SLA e.g. a specific service may speggfgpanse time of 10 secosdor 99.99%. of
requests
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5.4.1 Application service level agreement sfor Al-model based distributed CPSsolutions
Overview

For distributed CPS solutiotigat run on top ofAl models SLA elementaretightly bound toAl services and

the monitoring of suchAl services (see Sectidh8 Camcepts for Al monitoring Monitoring process and
service level reporting have to specify both business and technical metrics. Some Al monitoring metrics could
be used directlyor modified for useas SLA metrics.

By design, the CPS systems usuallyadat spectrum of cloud services: laaS, PaaS, and SaaS. In this section,
the main focus is on Aklated SLArocedures, therefore the proposed concept is based on SEaystems

and applications thaimplement am use Al/ML models, specific measurement methods and standards are
still not well established. Al and machitearning models degrade in terms of performance over time. They
are dynamic and sensitive to real changes in the real world. Drift or new pattetistribution in data could
FFFSOG Y2RStaQ LISNF2NXYIFyOS FyR ljdZ2htAGed

For example, imaritime use case (UG2Al models are expected to be used fopducing good routing
advices. The Al models that produce routes candidates are trained on historieafudtimplemented in
advance as components of the CPS solution. SLA measuremernsoaedures will be used to guarantee
that models willberdrainS R | YR dzLJRF 6§ SR Ay OI.A4S 2F Y2RStaQ RSGS

For systems and applications that use Al/iMihdels, specifimeasurement methods and standards are still
not well established. Al and machiearning models degrade in terms of performance over time. Hrey
dynamic and sensitive to real changes in the real world. Drift or new pattefristribution in data could
affecttheY2 RSt aQ LISNF2NXIyOS |yR ljdza tAGe®

SLA should defingrocedures for maintenance of deployed Al/ML models during the whole model lifecycle.
For AI/ML models, main metrics could be described in following way:

Service availabity

Models that are included in systems/applications are functional during all the productive time. It means that
models are giving answers/results as expected and having a delay that does not exceed threshold value
mentionedin SLA.

Business metrics

Achieving an agreed level of operational performance and uptime greatly relies on minimizing the average
time between Al system breakdowns or meime-betweenfailure (MTBF). Solution availability in a
production environment could be ex@ssed as a percentage of uptime each year. Due to requirement that

a CPS has to operate continuously, service level agreements (SLAs) should refer to monthly or yearly
downtime or availability in order to calculate service credits in proportion to thieesponding period of

time that the system was unavailable.

Quality of model answers/results should raegradeover time. For example, metrics could be built based
on user reactions (quantity of accepted/ignored advices, decrease of accepted advichanediics could
be produced by AI/ML monitoring systerasd concepts (see al€ection5.8: Cancepts for Al monitoring

Technical metris
SLA measurements are a key component of any successitivé&h system in a redife business context.

There are many Aklated technical metricare potentiallyuseful inan SLAe.g.as follows:

9 Classical Accuracy/Precision/ Recall and similar metrics.
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1 Monitoring model predictions over time and compare the distribution using statistical metrics such

as Hellinger Distance, Kullbackibler Divergence. Both Hellinger Distance and Kulhaitker

divergencemethods are used to quantify the similarity betaretwo probability distributions. It can
help to discover drift of model predictions.

1 CPU/GPU utilization when the model is computing predictions on incoming data from each API call;

how much model is consuming per request.

1 Memory utilization for when thenodel caches data or input data is cached in memory for faster /10

performance.

= =4 =4 A

Number of failed requests by an event/operation.
Total number of API calls.

Response time of the model server or prediction service

Data quality metricg, tracking the statistical metrics according to the data that flows in. This could
be basic statistical properties of the data such as mean, standard deviation, correlation, and so on,

or distance metrics (such as KL divergence, KatnoagSmirnov statistic).

9 The actual time for retraining job during the model lifecycle, including details about time used by the
retraining job to run, resources usage of the job, and the state of the job (successfully retrained or

failed).

Fit with concept TRANSACT reference architecture/components

In FigurelO, the light blue ellipses highlight areas which should be used or coveregheasuring and
monitoring anSLA.
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Example in context of a use case

We describe the concept using the maritime use case (UC2). In order to guathetegality of the
TRANSACT -Bhsed solution during the whole lifecycle, the solution should be supported by a service
provider based on the SLA. The SLA should use resultsrfonitoring and audit to achieve an agreed level

by e.g. agreed KPhsr business metricof operational performance and uptime.

For example, increase in quantity of routing advices ignorealNtgvigator should be reported to the service
provider ar issueare-training of Almodels.The following senario illustratsthisproblem: In the beginning,
the Al model produces good routing advicesslhewly trained and proposes quite efficient and safe routes
betweenvariousports. Due tahe good qualiy of the advices, the routes produced thye Aimodel are often
accepted by the Navigator. After some period of tihmvever, the model and quality aksultantproposed
routes start to degrade. The Navigator rejects advioese oftendue totheir inefficiency or lack of safety
awareness. Metrici the context of an SLA, abdsed orthe quantity of ignored routing advices, report the
problem tothe provider, who then can take action

Challenge for application within TRANSACT context

It is still unclear how to decide when-#lodels need rdraining or calibration of parameters and how
YFAYGSylryOS FOGA@GAGE aK2dZ R 0S5 LISiNgRH Mv@rrance @fthe G K S
solution). Suitable retraining strategies will be investigated time further course of the TRANSACT project,
notable in taskr3.3.

Another challenge is a data drift caused by use of the solution. Data distribution wilbinged due to more
optimal way of navigation and fuel consumption. It will affect quality efadel that were trained on non
optimal or suboptimal data.

55#1 1 AADOO & O 1 PAOAOGEITTAI 11T AAO AT A AE
Systems often exhibit multiple behaviours dgiits executiorifetime. These differentiated behaviours are
implemented using operational modes, each of which is characterized by its own set of functionalities, i.e.,

its set of tasks. At any time instant, only one of the different modes is seleatsdh is known as active
mode.The modes are defined at the application layer, since they are an integral part of the executing system.
The application handles the information of when and how a change in the current active mode is required.
Such systems arknown as multmode system¢Burns, 2014)Several examples of muftiode systems can

be found in TRANSACT use cases. As an illustration, the remote driving use case (UC1), where at least two
operational modes can be founcemote driver and local driver.

Switching from the current mode (also referred to as-widde) to another one (the newnode hereafter)
requiressubstitutingthe current executing tasks with those of the target mode. This process introduces a
transient unstable stage, where tasks of both old and new mode may coexist. This leads to an overload which
may compromise the systesthedulability(i.e., the ability taneet all timing constraints of the systenthis

is highly undesirable in retime systems where the correctness of the system not only depends on
producing correct output but also on providing it at the right tinfdis is even more complex in distribd

CPS solutions, where some components may, at some point, still be unaware of a mode transition being in
place due to messages not having arrived yet. Coordination between the components is required in order to
safely perform a mode change.

As seen, designing a distributed muttbde system is complex and challenging. Schedulability must be
ensured at each different operational mode and in each possible transition between modes.
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5.5.1 Operational mode taxonomy

Modes in multimode systems can be axsed either through a statically defined sequence or through
different nonpredictable runtime events.

Three types of modes can be generally identified, which partitions the functionality of a system naturally:

1. We callNormal Functional Mode® the different planned phases the application moves through
regularly. An example of such modes would be the different phases aircraft flights progress (e.g.,
taxiing, takeoff, level flight, etc.).

2. Exceptional Functional Modese phases the system must go thréugfter rare events happen.
These events cause code to be executed that would otherwise not be required. This response is
planned in the design, but this mode change may never occur during the execution of the system. An
example would be the 'prepare forash' mode that can be found within a car. When the monitoring
system detects that an impact is imminent, different measures must be taken (e.g., seat belt
tightening, deploying the airbags, etc.) that would normally not happen.

3. Degraded Functional Modesftentimes also calle@raceful Degradatignare those modes where
for unsafe circumstances (e.g., errors or erroneous system states) the system load rslust [zand
priority must be given to issues of safety and minimum functionality to avoid catastroph
consequences. The general response to these mode change events is planned, but the full set of error
conditions that can trigger this change may not be known in advance.

Each mode has its own set of tasks. Therefore, a mode change can have diffelerdtions depending on

their respective task sets. For instance, a task may run in both modes unaffected by the mode change, or it
may run only in either the old or the new one. Additionally, tasks may change their parameters depending
on the mode it is bimg executed on. For example, in this latter case, a task can have its period, deadline,
worst-case execution time or even priority scheme altered. It falls on the transition protocol to decide how
the tasks are affected, i.e., which tasks must be abodetiyated/altered.

The transition between two modes is initiated by a mode change event, sometimes also called request or
trigger. Usually, this trigger is related to the current state of the system or to its environment. For example,
a timetriggered evehcan be coordinated to the time of the environment, hence having systems that could
switch between night and day modes. Other triggers may come from the hardware platform sensors or failure
modes or some health monitoring subsystem. This is what gradefiradation usually employs.

After a mode change request is issued, a mode change protocol is required to manage the actual mode
change. As already mentioneithe mode change protocdk in charge of handling the changes in the tasks
being executed during the unstable period between old and new mode. The definition of the mode change
protocol must be closely tied to the form of analysis used to verify the schedulability of the systamg du
these transition periods. In the next section the more common protocols will be explained, while also
providing some more recent and refined techniques in the literature.

5.5.2 Mode change techniques
Overview

TheTRANSAQ@Eference architecturgoroposes theananagement of the execution of the different safety
missiort and noncritical functions across the thragers architecture. The tasks associated to the functions
are identified at design time and deployed in the required tiers. Each of the possilfigurations on where

to execute these tasks translate into the functional modes described in se&toh For instance, one of
such scenarios is the rtime migmtion of safety and missiorcritical functions from the device to the edge
tier. This transition involves, among other actions, the activation/deactivation of tasks in the different tiers,
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according to the plan of the new mode. A protocol must be defittetiandle this transition and ensure
compliance with safety requirements. Such protoca becharacterised typically in three ways:

1 Immediate:The request event causes the mode change to take effect immediately. Jobs of the old
mode aresuspended or aborted and jobs from the new one can start.

1 BoundedThe system remains the old mode until all released jobs have finished its execution, but
no new jobs are issued. Once there are no more active jobs from the old mode, the mode change
happens and the jobs from the new mode can start. This happens within a bounded time, hence the
name. Oftentimes these protocols are also called synchronous.

1 PhasedAfter a mode change request is issued, the old mode jobs are allowamnplete,and the
new mode jobs are started after a certain time defined at dedigre. Oftentimes these protocols
are also called asynchronous.

With Immediate and Bounded protocols, the system is only ever in one mode, while with Phased there is a
time period where both mode may overlap, thus jobs from both modes coexist. This is why phased changes
are more difficult to analyse, since the load of the system is higher during the transitions than in their stable
modes. For that reason, a lot of research effort has been pavatuating how to obtain the most efficient

time delay in asynchronous protocols. Also, overlapping is also inevitable in distributed or multiprocessor
systems. A phased change is required as it is not possible to simultaneously inform the entire sykem of
need of a mode change.

It is difficult to select which mode change protocol is the best for a given system. In SE@aRi; 2018x

syntax is proposed that can be used to express mode change protocols, both traditiahdlylrids.
Furthermore, they present a system called SafeMC that implements those language primitives and that
allows the evaluation of the currently defined protocBince applicationtypicallyrequire customized mode
change protocols, adopting a syntamch aghe one previously mentioned during the design process, can
ease the evaluation of the protocol, as well as allowaféorm ofstandardization between partners.

5.5.3 Operational mode schedulability analysis
Overview

In safety critical systems, all timing constraints must be satisfied. From a schedulability point of view, each
mode can have different requirements. As a consequence, schedulability in one mode does not imply neither
schedulabilityin another mode nor in any of the phased changes. For that, all modes and all phased
transitions must be analysed. This is crucially important in distributed systems, where the different nodes
require of communication messages to notify the mode requésiss delay introduced by the network needs

to be taken into account by the analysis methods employed. In that regard, some g#ugiies 20143uggest
generating reatime schedules for the efficient utilization of the avaik bandwidth in the communications
between distributed components.

The Response Time Analysis (RTA) technique is one of the many analysis techniques that have been
developed to assure that no deadline misses occur in a smghie set of tasks. One of itsain benefits is

that it can be applied to many scheduling algorithms such as earliest deadline first (EDF) apddikgd

(FP). It can also be used for testing multiprocessor systepeially at the devicier. RTA is based on the

notion of interference between tasks, which is defined as the cumulative time that a job, which is ready to
execute, cannot execute due to the execution of other highority jobs.

Recently, an extension of the RTA framework is propaBagk, 2020)that allows the calculation of
interference for tasks in the presence of a mode transitibhis framework can be used, for instance, to
evaluate the safety of a multimode system that has been designedthétisyntax primitives described i
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SafeMCAs such, using both can greatly benefit the design process, mainly in regards to the evaluation of the
reaktime constraints of the application.

5.5.4 Operational mode run-time management
Overview

Previous sections tackled the early stages of multimode system development, i.e., design and analysis. The
run-time management of the operational modes is highly dependent to the actual software implementation.
Typically, there are two elements involvedrmode changes: thmode manageand themode changer

The mode managedetects the conditions that should trigger a transition and initiates this process. This
component can follow two distinct approaches. In a centralized approach, the madeger is a separate
entity that receives all relevant system events and that decides when to proceed with a transition process.
On the other hand, in a distributed approach, the tasks are the ones responsible of detecting the conditions
and of triggeringhe corresponding mode change request.

Themode changers responsibldor performing the update process of the attributes of the tasks involved in

a given change. As before, it can follow either a distributed or a centralized approach. In a distribeited o
each task is responsible of changing its own attributes for the new mode after a request of the mode changer.
On the other handin a centralized approach, it is a separate entity that can update the attributes of the
involved tasks directly.

Saez et ((Saez, 201)roposed a framework for multiprocessor, multimoded réede application in ADA.

They model the different system modes and transitions using UML finite state machines (FSM). Using that as
an input for code genetion, they obtain a basic implementation for a centralized mode manager and a
distributed mode changer in the ADA language.

5.5.5 Operational modes and change transition in TRANSACT

Fit with concept TRANSACT reference architecture/components

In Figue 11 the red ellipses highlight the components in the three tiers of the TRANSACT reference
architecture that are responsible for the operational modes and theingitions. TheDperational Mode
Manager/Coordinatorcomponents decide when it is the appropriate moment to trigger a mode change
request and ensure these changes meet safety and performance requirements. This decision is based on the
parameters provided ¥ the Safety, Performance and Security Monitoritgmponents, which measure
indicators from the internal state of the application and from the environment where the application is being
executed in. The implementation of the mode manager/changer, describeskction5.5.4 inside the
Operational Mode Manager/Coordinataomponents may vary depending on which of the three tiers the
decisions are taking place.
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Figue 11: TRANSACT reference architecture

Example in context of a use case

An example of the abovementioned concept for operational mode change can be seen in UC4 about Image
Guided Therapy. In one particular clinical scenario in this Use Case, liveagDn¥ging during patient
treatment is combined with 3D image data that hmen acquired before the procedure and is stored in the
cloud. The live Xay images are uploaded to the cloud as well where an image registration algorithm
transforms the 3D dataset in such a way that the 3D image data can be correctly overlaid othepive

2D Xray images.

The uploading of the data, the 2ED image registration and the downloading of the result must happen
within a predefined response time since it is part of an interventional procedure where a patient is receiving
treatment. If, for some reasonthe response time cannot be met (e.g., due to unavailability of network,
limited bandwidth) the IGT system must recognize this situation and switch to another operational mode in
which either a falback solution is provided based on anpremise compute platform or user guidance is
provided that the image registration should be done manually.

Challenge for application within TRANSACT context

The operational modes and change transitions in TRANSACT require:

1 Identification of the operationbmodes, the different available transitions between them and the
triggers that enable the mode change.

1 Appropriate mode change protocol selection for the coordination of the transition of all distributed
components.

Version Nature / Level Date Page
v1.0 R/PU 30/05/2022 34 0f 113



D8 03.1) Selection of concepts for eAd-end safety and performance ﬁ
' for distributed CPS solutions H-*1

TRANSACT

1 Adequate decision making. Global démis may be taken at edge or cloud level. Meanwhile, there
can also be local decisions taken at device level (e.g., due to connectivity changes).

9 Transitions at device/edge level must comply with temporal constraints to ensure the valid execution
of safetycritical functions. Modelling and analysis must be thoroughly performed to guarantee that
the constraints are satisfied.

56 1 OAIZEBAO OBEAAM AP O £ O OAAI AAT A APDPiI EAAC
Scalability of applications is a one of the key enablers for operational modegearent and change
transition (see Sectiorb.5). Scalability of applications can be achieved by a tafde 2 ¥ |y | LILI A
Quality-of-Service (QoS) levalnd the resources available to the applicatiorhis trade-off becomes
necessaryvhen the available resources.g., processing saurces, bandwidth, or memory, are not enough

to let the application meetts timing constraintswhenrunningat a certain QoS leveHaving such a scaling

capabilityis particularly important for systems with retiine requiremens that execute tasks with varying
complexity and hence varying resource allocation.

If sufficient resources are available, rg¢imhe performance can be guaranteed. For distributed systems that
are considered in TRANSA®Is ould mean redistributing the tasks over the devices, edge arducl
resources to exploit all resources optimally. However, due to the heterogenous nature of the different
componens or limitations in the communication networksuch redistribution may be hard or even
infeasible.

The concept for scalable applicatiofsse Figurel?2) targets to exchange resources and Qo&simglenode
in the deviceedgecloud continuum, rather than redistributing applications differently across @syiedge,
or cloud).

Resources are an abstract definition of different system properties such as:

1 Amount of memory
1 Amountand possibly types afomputational resources
1 Data bus bandwidth

QoS is abstract definition of different properties of thgstem output such as:

9 Accuracy of the data

1 Availability of system

1 Latency of the system response

9 Throughput of the tasks to be performed

Depending on which of these qualities need to be exchanged with a resource budget, different mechanisms
need to be imfemented. For example, atab two-dimensional filter(Two-dimensional filter, 2021jor

image scaling could be replaced bya® onedimensional interpolation filter reducing the accuracy of the
output pixel values. For thiskample a reduced image quality is exchanged for a reduction in computational
resources and memory bandwidth.

Anotherexample is the algorithm for data compression. The highest compression ratio is achieved when the
encoder can accurately predict data galen from past and future samples so that only small differences
between the prediction and the real value needs to be transmitted. A better prediction can be achieved when
more historic and future data is used in combination with complex prediction afgosit Hence the
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compression ratio can be exchanged with computation resources and latency that is introduced by using
future data.

application

QoSY

Scheduling

QoS1

Resource

S fEten Shared resources

Figurel2. Diagram of the concept for scalable applications.

To introduce a scalable applicatiam conjunction withthe cloud the following requirements should be
satisfied(see alsdFerretti, Ghini, Panzieri, Pellegrini, & Turrini, 2010)

9 Different versions of a processing task are available, each with its only refQa&@oint
9 The resource allocation is measurable and predictable

1 A scheduling algorithm is available to select the needed resequadity point, guaranteeing real
time performance.

In other words, scalable applicatiom®eed run-time performance management (see sectiém.d to
materialise the benefit of scalingNote that the scheduling algorithm becomes more complex for systems
with concurrent tasks as the scheduling will also involve load balancing.

Fit with concept TRANSACT reference architecture/components

In Figurel3, the orange ellipses show the components in three tiers of the TRANSACT reference architecture
where the scheduling algorithm foscalable applicationtakes placeThe processing tasks itself are the
Functions in theipperlayers of the tiers.
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Figurel3. Scheduling of scalable applications in TRANSACT reference architecture

Example in context of a use case

Consider UC4 remote operation ohiutonomousvehicles, the realime behaviour andow latency for object
recognition and navigation is extremely important for the safdfythe load of the processing units that
process the sensor data is too higimobject might ke detected too late or even misseohd could cause a
serious incident with even fatalitie$he scheduling algorithm could decide to reduce the sampling rate of
the sensoror reduce the resolution of the data to reduce the resource allocation. As a réseiltjualityis
reducad as the maximunallowed speed of the vehicles is reduced

Challenge for application within TRANSACT context

Typically, the performance @& deviceis based oroverall system requirements. Dynamically changing the
performane to limit the resource allogtion might impactthe overall system. Considering the above
example,a reduced maximum allowed speed requires communication to the other parts of the system that
actually make sure the vehicle does not exceed the maximum allowestsfhis consideraptomplicates

the system.
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Artificial intelligence Al) applications, and especially machine learning (ML) applications, are highly
dependent on higlguality data.In a typical ML workflowdata is collecte@nd preprocessedor the purpose

of model training After the model has been traineaind deployedits prediction performance is only as good

as the datdt has been trained arTherefore, ensuring and maintaining the integrity of data is critical for the
success of Mapplications

There are different aspects of data integrity, and many potentiasoea why data integrity may be
compromised.

T

Model training often uses heterogeneous datasets, for example, historical (batch) data, which is
usually preprocessed, and streaming raw samples collected in (near) real time. These datasets may
have differentformats and data schemas, and different qualifiis is often the case distributed
deviceedgecloud systemsyheredata originates from multiple sources and needs to be combined

to be used. It is of importance that the data is consistent, and that quality of the data is
understood for the combination procesBor example: in a hospital situation, in an operation, live
data of a patient is combined with p@perative (analysed/processed) data to help the surgeon do
the procedure. Then it must bensured that the preoperative data is from the same patient as is
being operated on.

Data often contains missing values or eaftrange values, which needs to be identified and
addressed before data can be used.

Data may be corrupted, as the result ofiitious attacks that manipulate data and make it false and
unusable for the target purpos€or example, false data injection attagibIA) are one type of such
attacks which are hard to detect because they change the semantics of a message and pigserve
syntactical correctness.

In some applications such as healthcare, there must be a consent obtained for the purpose of data
processing, which may be lacking.

Data may be biased. While there are multiple definitions of data bias, it typically denotes a type of
error such that somelements of a dataset are more heavily weighted than others, which negatively
affects ML.

There are two essential steps to ensuring data integrity for the purpose of ML over its entire lifecycle
illustrated inFigurel4:

9 Dataquality monitoring,
9 Dataqualityimprovement.
Quality monitoring Quality improvement
Data ’7 Quality metrics —‘ ({E}@}’“\ {‘a Data >
| Explainability | o) I 4
/

Figurel4. Ensuring data integrity for ML tasks

5.7.1 Data quality monitoring

One way to effectively identify data integrity issues is to implement datlity monitoring, for example to
detect the mean shift in miti-attribute data(Yu, Wu, & Tsung, 201@&)to implement changgoint detection
for reattime monitoring highdimensional streaming datéZhang & Mei, 2020Data quality monitoring
needs to run both before and aftavlL model training and deployment in productiohhe metrics to be
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monitored depend on the type of the data and the target doma&imamples of such etrics inthe maritime
domain, in the context of UCarethe frequeng of Automatic Identification SysterAl§ dataanddata noise.

Frequency of AIS dat&lS enablesracking of vessels in maritime navigatjgdhus improving navigational
safety. AIS data is collected via base station receivers (on land) and via satellite reddiesitering this
metric can help identify scenarios where AtSdata has beemeceived for a given period of timaithin a
longer interval in which valid AlS data were recordéd data received can mean that AlS transpondeis
defectiveor turned off.

Data noiseAlS datacan be duplicated and it cacpntain noise such as incect timestamp, speed over
ground, position readingsThis is sometime the results of dense traffic causing AIS message collision.

As part of data quality monitoring, one can provide explanations for the causes of data quality gaps, in order
to helpimprove data quality.
5.7.2 Data quality improvement

Depending on the type of data quality issue, data improvement may be automati@grrequire expert

input. For examplef we are dealing with missing datadout-of-range datathis can be done automatically
by predicting missing valuend discarding oubf-range valueslf the data monitoring indicates that a new
class label is needeth that case the expert can confirm adding a new class label for a given data point.

Fit with concept TRANSACT reference architecture/components

In Figurel5, the concept is positioned in the TRANSACT reference architantthre Edge and Cloud Tjer
connecting to data analytics components, AI&ML, and new services supported bySgetificallydata
guality aspects are of a high concern for data analytics solutidigk. quality data insights rest on high quality
data. Similarlydata quality aspects directly relate to AI/ML solutions, being of their integral components.
Finally, the potentibof advancing business operations with new desgavicegelieson high quality dataThe
purple rectanglesn Figurel5indicate the fit of the concept within the TRANSACT reference architecture
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Figurel5. Data integrity in theTRANSACT reference architecture

Example in context of aise case

We describethe concept using themaritime use case (UC2UC2 deals with developing reliabieuting
advisoryservices that can help a ship navigator choose optimal shipping rdodsed on criteria such as
time saving, fuel savingyoiding congested areas, avoiding bad weatk#r), while increasing safety at sea.
ML-assistednodels can greatly enhance the accuracy and efficiensydi service provisiomata quality
monitoring and improvement plays amportant role in developing these ML models, illustrate@igurel6
and described below.

DevelopingML-assisted routing advisogenicesrequiresa high volume of higiguality AlSdata. Thisdatais
coming from different sources: historic&lSdata and near reafime streamingAlSdata. Each dataset needs
to go through data monitoring and quality improvement befara&ining of the targeML models measuring
a set of metrics After the modelsare deployed in production, streaming data keeps feeding itite ML
pipeling going through data quality monitoring and data quality improvement processes.
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Figurel6: Dataintegrity for ML in maritime UCS2

Challenge fomapplication within TRANSACT context

Some open challenges for the application of the concept for ensuring data integrity through data quality
monitoring include selectinthe metrics to be monitored, such to provide a useful moriitg service while

not overloading the monitoring with toonany details. Another challengerelates the question ohow to
provide umancentred explanations afataquality issueswhich can be useful to understanding the reasons
for datapoor quality.

58 #1T AAPOO &£ O ')y 1 11TEOI OET C
Overview

The typical Al lifecycle consists of many different steps, including data preparation, modelling and operations
(seeFigurel?) (Arnold, et al., 2020)Assessing Al model performance prior to deploymentingeen data

(i.e. test cohort) iscommon practice, but monitoring performangmst-deployment gets less attention
Howeverl RSIjdzF 6 S Y2y Al2NAYy 3 Aty detediBsuerarlyafdNg rétrain rdade® athA & O N
the appropriate momentespecially in safetgritical systems where inaccurate output may result in serious

harm. There are several reasons why modetfprmance may vary in various contextsmaydegrade over
time:

i Limitations of training data:ln most applications, the collected training dataly represents a
portion of the realworld data to which the model wibe exposedafter deployment Furthermore,
data may have been carefully selected and curdadraining purposes.

1 Model degradation The Al model performance often degrades over tiffieis can be due to data or
concept drift.

o Data driftcan be defined as a variation in the input data during production as compared to
the data that was used to train and validate the mbd#ere are many factors that caause
datadrift, but2 TGSy Al O02YSa R2gy (2 (A YGadthatkayA y Ay 3
y2G 0SS NBLINBaSyll (A JSFoleyanpe atRuisifod delioesdeNAED v (
cameras or medical scanners may have evalved

o Concept drifthappens when the relationships between the input and output data changes
over time,resuliing in less accurate predictionEhis is for example the case when there is
seasonaVariation
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Figurel7. Diagram showing the typical Al lifecy¢enold, et al., 2020)

Performance criteriaare required to determine whether the output provided by a deployed Al madstill
acceptable These performance criteria can drigte from predefinedperformance requirements, but also
other points of comparison can be used like performance on thiecsort or performance of a previous Al
model version Not meeting the performance criteria ovetalr in specific contexts or subgrougfould
trigger an alert, so that appropriate actions can be takex. retraining a model)The interaction between
Al monitoring and performance criteria is visualize&igurel8.

There are many metrics available for assessing the performance of Al models, such as precision, recall, F1
scor, accuracy and areanderthe-curve (AUC)In applications with a humaim-the-loop where the Al

output is reviewed by a person and corrected when needed, alspehsentage of manual interactions could

be used.Finally, it may also be important to lodleyondthe typical Al model quality metricand include

some highetlevel business metrics or key performance indicatetsh as customer satisfaction, as #e

output isoften not directly exposed to the users but embedded in an applicg#onold, et al., 2020)

Input data H Al model }—’{ Output data }—»{ HITL (optional) ‘

L

Al monitoring

Figurel8 Conceptual diagram showing the central role of Al monitotindrive Al model adjustments.
(HITL = humain-the-loop)

In order to compare actual model performance with the performance critgriaind truth datais required.
Getting such ground truth data can be challenging in some applicatidvilg, it can be continuously collected

in other applicationsApplications designed to speed up a manual process, reviewed and manually corrected
when needed by a humain-the-loop, continuously generate additional ground truth data during realrld

use. In such applicationsgontinuous monitoring can be rather edgi implemented.For many other
applicatiors, monitoring Al model performance ispariodic process, that involves timeonsuming manual
labelling of dataln the absence of ground truth data, there anewever alternative (indirect) ways to
continuously maitor the Al output,for example by comparing the output with its expected statistical
distribution (e.g an output of 75 should trigger an alert if the typical output is 20£5).

In addition to monitoring the quality of the Al model outpiitcan also be seful to monitor theinput data.
By comparing the incoming data during readrld use with the data used during model training and
validation, data drift can be detected on a continuous basis.
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By using GaussiamalysigLee, Lee, Lee, & Shin, 2008)n Amersfoort, Smith, Jesson, Key, & Gal, 2021)
Al modelis also able to provide the user with a confidence sdmased on the Mahalanobis distance or
uncertaintyon the given predictions his not only allows the detection Gut-Of-Distribution (OOD}amples
(e.g.due to data drif}, but also allows theumarnin-the-loopto interpret how differentthe model perceives
these samples when compared to tbaginal training data

Finally, also the concept of explainable Al (XRieiro, Singh, & Guestrin, 2016pmek, Wiegand, & Mller,
2017)is relevant in the context of Al monitoringl systemsre often a black box to the engser, and the
purpose of @plainable Als to allow humans to better understand the mogbeedictions.When changes in

the performance are detected, the next step is identifying which features caused theldhigtanalysican

be facilitated by usinglainable Asystemsas demonstrated in the reference above. The limitation of these
systems is the often missing (yet required){armotated text data, explaining what is wrong in ground truth
data. An initial monitoringdol without explanation is therefore faster to set up, while ground truth data is
being collected for the explained Al solution. In this TRANSACT project, an attempt on the initial monitoring
tool is developed

Fit with concept TRANSACd&ference architecture/components

InFigurel9, the orange ellipses show the components in three tiers of the TRANSACT reference architecture
where the Al monitoring taks place.

Edge Tier Cloud Tier
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(" Data AL & ML & SNe‘_""
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e o B A A A A o ’ [ Non-Critical Function )
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e v &
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-
= "

| Safety, Performance and Security |
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Monitoring Services W W
\ g Safety, F.’erform.anc.e and Auditing Performance and Auditing
' Security Monitoring Service Security Monitoring .
l Operational mode manager ' Service Service
S =\ s ~ AR J
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Privacy & Mode Updates
Edentity Srvc || Coordinator Cnordinatori

' Federated Data Services & Comms l
_—

Data Services & Comms
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Access Update Service Privacy & Mode Updates
Service Client Edentity Srvc | | Coordinator Coordinator‘

( ) I
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Figurel9. TRANSACT reference architecture.
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Example in context of a use case

In this section, we will provide an example within the Medical Use Case (IJ@4reoperative planning of
structural heart interventions such as Transcatheter Aortic Vétwplantation (TAVIyequires medical
imaging (e.g. CT) to analyse the anatomyadpecific patient and to take specific measurements. These
measurements are required to determine the appriate size of an implant (e.g. aortic valve annulus), and
to assess the risks during the procedure (e.g. coronary heights). Al models can bgefglrjoincrease the
efficiency, by automatically performing an anatomical analysis including the relevant anatomical
measurementsA potential workflow with a humain-the-loop and continuous Al monitoring is shown in
Figure20, and described in the bullets below.

1 AnAlmodeldetects a certain anatomical landmark on medical images

9 The physician can inspect the Al outpas it is displayed indoud-basedapplicationtogether with
the medical imagesand correct it when needed

1 The proportion of cases where corrections are needed can be continuously monitored, and also the
magnitude of the correction can be monitored. This could then be compared withdtiermance
criteria(e.g.for all cases, for a specific hospital, or for a specific phy3itatetect concept drift

1 The input data (e.g. CT) distribution can also be monitored to measure data drift

Input data = Medical Al model Output data = anatomical Human-in-the-loop
i i measurements

8

o Physician checks Al-
o
based measurements

lameter = 27.1m| and corrects if needed

| N/

I Model adjustment . Performance criteria
e e e /\/ <::> (e.g. less than 25%
corrections)

Continuous monitoring
of Al model accuracy
(and input data)

T
Figure20: Example of Aonitoring in the context of UC4 (Medical use case)

Challenge for application within TRANSACT context

1 How to react when acceptance (baseline) criteria are not met in certain situations?

1 How to determine which subgroupscontextsto monitor, when alargeamount of datahas been
generated given thatnot everything can be monitored and detectéd other words, how tensure
to get relevant data back from the fiel®)

1 How to use Al monitoring to quickly optimize performance in highly regulatedonments?

1 How to deal withargevariety of incoming data (medical: resolutions, scanners, protocols)?
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1 How to generalizé&l monitoringsolutions across domains?

1 How to handle the concept of model se#finforcement(i.e. use of realorld unchangedAl data
approved by human to rrain mode)?

1 How to prepare and evaluate robustness of newly trained models on possible data drift and concept
drift?

T 126 (2 FRRNBaa az2yS 2F GKS 6ARSNI O2yOSNya 7¥F2I
interoperabilityand trust and governance?
50#1 1 AAPOO &I O OAEA AT A OAAOGOA 11 AOI AO
Cyber Physical Systems (CPS) take over gafetyant control tasks under conditions that change during the
operating time (e.g. new traffic infrastructures for highly automated vekiclnew communication

technologies, new sensor technologies or security mechanisms, extended application scenaridsustc.)
the capability olupdating these systemsecomemecessaryo keep such systems sad@d upto-date.

The ability to continuously incorporate experience from the operation of systems in the field into the further
development of the CPS (swarm data collection and continuous updating,) and to design systems in such a
way that improvements can be incorporatédto the CPS frequently is particularly important. For the
development of the updates, a process is necessary that considers the entire update process. The project
StepUp!CPYStepUp!CPS, 202Xroposes a process foafe and secure modular updates that covers all
these aspects. The process is supported by methods and technologies that were developed during the project
(Strathmann, et al., 2021)

Overview

In the following we give an ovaew of the process and shortly explain the concepts utilized in each of these
steps(seeFigure21). The developed process is domain agnostic and aligned with the DevOps Cycle. When
inventing this process relevant standards of the domains automotive, maritime and industry 4.0 as well as
recommendations for Over the Air Updates were considerét6D, 2011) (1ISO, 2005) (IEC, 1998) (IEC,

2016) .

I Design Runtime Monitoring |

| Verification Middleware

Deployment |

Figure21. Process for Safe and Secure Updates

A major challenge with updates is to keep thevegification effort low. It is not reasonable in terms of time

and cost to carry out a complete reverification of the whole system. To tackle this challenge the process is
designed to allow modular update3he module is regarded as the smallest unit to be updated. The
boundaries (the behaviour exhibited at the interfaces) of the module are formalized with suitable
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specification methods, while the necessaryvexification activities are identified by meansgerforming an
impact analysis to identify the necessary reverification activities. In other words, for a new functionality or
improvements to existing functions only the new or improved functionality alongside all affected functions
has to be considerefbr the re-verification which is necessary to meet the safety standards.

Middleware: The StegJp!CPS Middleware plays a central role in the process. A wide variety of hardware
platforms are used for CPS. It has to be made sure when developing and deplogdates that they are
compatible with the underlying hardwarklardware virtualization and services in a CPS middleware are used
for the compatibility checks and deployment of the update. The middleware services allow to abstract from
the underlying hadlware and helps to match the needed and provided hardware resources. The middleware
offers services to check during the deployment if the update is compatible with the target hardware.

Design The design of the updated component is triggered eithegrogrs in system behaviour or the request

for new functionality. The design phase starts with describing the functional, timing and safety aspects of the
updated component. The realization of components puts very specific requirements on the provided
hardware resources. Contract based design (CEBMEgJer, 1986)(Benveniste, 2012¥% used to capture the
specification of the components along the design perspectives starting from the functionabamdta the
technical perspective.

CPS interact with their environment and can cause severe damage. With the increasing level of automation
of these systems, the paradigm of fadfe mechanisms is no longer sufficient and-dairational
mechanisms beconsenecessary. The St&fp!CPS process allows to considerdgiérational mechanisms

early at design time. These mechanisms pose very specific requirements on the underlying hardware like
timing, resource demand and segregation properties. Conbased dsign enables specifying these
properties early in the design process when little knowledge about the underlying hardware is available. A
central part of the used fabperational concepts is runtime monitoring. Runtime monitors, which can be
automaticallygenerated from the component specification are used as a part of the safety concept for fail
operational mechanisms like the activation of redundancy mechanisms or degraded operation modes.
Monitors are also used for collecting live data from the fieldinlyruntime. The data can be utilized for
identifying the need for future updates, which makes the monitors an integral part for improving the system.

To abstract from the concrete hardware the concept of services is used. The service concept all@ignto de
the system in the absence of concrete knowledge about the hardware in early design phases. The needed
hardware resources of the system can be specified before knowing the exact target hardwarec@mical
perspective the required services are mappto the provided services of the middleware stack which
abstracts from the concrete hardware. The specification of these services is done via the contracts of the
involved components.

Verification: During the verification of the updated systems, thereaimecessity to check whether the
specification is fulfilled or not. A Virtual Integration Test (VIT) plays a central role in that regard. A VIT checks
whether the contracts of the system and its (sub)components are still consistent. The concept of mtaeteme
Contractbased Verification is used to reduce the reverification effort by specifically targeting the integration
impact of the introduced changes by checking their compliance with the contractually agreed assumptions
and guaranteeq (Bebawy, et al., 2020YGuissouma, Kroger, Maelen, & Sax)he verification of the
implemented system itself is done via simulation. Within the simulation the contracts can be used to
constantly cleck if the implementation fulfils the specification.

Deployment The update package is signed and transmitted to the target system via an authenticated and
encrypted connection. Server and device certificates enable the identification, legitimacy of tines pa
involved and ensure that only the correct update package is installed. In addition, a Device Configuration
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Identifier is used to determine that the update may only be updated on the designated variant of the client.
The StepJp!CPS middleware perfosnchecks to assure the resource demand of the updated system
matches the provided resources of the target hardware.

Runtime Monitoring Runtime monitoring capabilities allow to detect violations of the system specification
during runtime. Monitoring inforration can be used to trigger safety mechanisms. The gathered information
is also used to identify the need for an update. Monitoring the updates system during runtime is an integral
part of the lifecycle of the CPS. If conditions are detected during remmich make an updateecessary,

it is tracked by the runtime monitors and reported to the developers through a feedback mechanism.

Fit with concept TRANSACT reference architecture/components

In Figure22, the blue ellipses show the components in three tiers of the TRANSACT reference architecture
where the Remote Update takes place. Apart from the application of the update which takes place at the
markedcomponents the update is as we described part of the whole design process.

Edge Tier Cloud Tier

1 A - . .
-Criti ission-Criti Mission-Critical Function
: Mission-Critical Safety Qr|t|ca| MIS':'I.»:IDH tC_r|t|ca|
Function Function unction ( j
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S i [ Non-Critical Function J s -
W New Services ' BDaaS l
[ P Marketplace

Non-Critical Function

.
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é 3 "
Safety, Performance and Security
Monitoring Services ( A (
L 9 ) Sagstv, l?frf;rmétana and Auditing Performance and Auditing
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Operational mode manager ) it SEVCE S SR
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Identity & Remote Auditing h ( Access, Operational Remote [ Access, Operational Remote
Access Update Grviem Privacy & Mode Updates Privacy & Mode ‘l Updates '
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functions & functions Destination tier

Figure22. Positioning the safe and secure updates in the TRANSACT reference architecture.

Example in context of a use case

All Use Cases are planningitdroduce new clouebased functionality into their Use Case. The proposed
methodology in this section covers the whole DevOps Cycle from development, implementation, verification,
deployment to runtime monitoring in the field.

In the context of the TRANSA project this can be exemplified well for Use Cadds8. Case Xloud
featured battery managementsystem)aims at collecting data from a fleet of vehicles for analysing these
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data for updating the software as well as improving the user knowledge @betnealth status of the battery
management system itself. The knowledge gained from analysing the collected data can be used for the
development of new updates which need to be rolled out in a safe and secure way. This is captured by the
proposed process.

Challenge for application within TRANSACT context

The TRANSAGIBe cases are extending systems with cloud functionality which is often using machine
learning and Al technologies. By this the systems can be extended with capabilities that allow to proceed to
missiororiented and cooperative systems. Missionented systemsn e.g. the automotive domain no
longer perform only certain driving functions (e.g. lane keeping, ACC, emergency braking assistance, etc.),
but navigate autonomously and setsponsibly through traffic. This requires a semantic understanding of
the opemtional space, which is increasingly used and processed with the help of Al methods for e.g. the
implementation of driving tasks.

The concepts developed so far for the specification and evaluation of system capabilities must be extended
to meet the requiements for the application for missiesriented or cooperative systems.
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This section describes cresstting concepts.

Crosscutting conceptsare systerdevel methods and techniques for linkj application and platform. They

include concepts for designing and deploying the application on the platform, as well as analysing-and run
time monitoring and managing the behaviour of the application running on a specific platform in the device,

edge, ¢oud continuum.

6242! .31 #4 DPOI EAAO EAOITTEOGAA T AAAO
As part of the TRANSACT project and following the TRANSACT reference architecsatfe, andcorrect
deploymentand operationof distributed applicationson a distributeddeviceedgecloud continuummust

be ensured For thisrelevant safety and performanceconcerns,both at design andht run-time, must be
addressed.

Predictableend-to-endperformanceacross thaleviceedgecloud continuum isuch a key conceriynamic
endto-end safety and performance monitoring at runtime linked to féi@le performance managemeris
needed Complementary,afety assessment is heeded to identify potential risks and hazardikat rurtime
health andsafety controlsare to monitor these for the safetyand health of the distributed solutigrand
support operational mode management, including fallback to degraded modes mdtmssaryinally a key
aspect for achieving rapid innovation is thlae necessary proof fagafety assurancef incremental updates
can beprovidedefficiently, i.e. to be suitable for loweffort, reduced costfrequentre-qualification.

The complete set oftechnical requirementds documented iINTRANSACdeliverableD1.2 This section
describesselectedcrosscuttingconceptshat address theseequirements andists open challengder these
conceptsas applicablehat will beinvestigatedn the course of the TRANSACT project.

-

A

~

i
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The selected crossutting concepts ardighlightedin Figure23.

Application concepts
o /
\
Cross-cutting
concepts
(linking application &
platform)
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. ™
Cloud/edge/device
platform concepts
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Figure23: Selected crossutting concepts
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meet market demands for product quality, product customization, and total cost of ownership per product,
systems need to meet ever more ambitious eriance targets relating to system productivity.
Performance is a crossutting systerdevel concern, with intricate relations to other systdavel concerns

fA1S LINRPRAzOG ljdz- £t Adex O2ai z(Santen, ktlalg 2021 yficalexah@e®azNR ( &
performance aspects are exid-end latency or response times, throughput, and scalability. Performance
aspects may be of different levels of importance or criticality. Fortiea systems, timing performasecis

an integral aspect of the functional behaviour of the system. For saféigal systems, performance aspects

may be integrally essential to safety of a system.

In distributed CPS solutions, designing a system for required or optimal performanteimeay challenging.

Their distributed nature makes performance an emergent property of the interaction of many components
that are physically distributed, often heterogeneous, and not necessarily subject to a single point of control.
Some of the resoureg such as cloud resources, are shared and managed in unpredictable ways and may not
always provide the levels of reliability required by an application. The satisfaction of performance
requirements and optimization of performance objectives can therefuot be dealt with at desigtime

only, but also requires active retime management.

Model-driven systerrperformance engineering fo€yberPhysical Systesn(MDSysPE) is a methodology
encompassing modelling formalisms, methods, techniques, and indugiredtices to design for
performance(Sanden, et al., 2021frigure24 depicts five key focus areas, relevant for #8sPEin the V
model system development process (taken fr@anden, et al., 202)1)

System development phase Operational phase
Requirements & Customization
100 & architecting & Deployment
1 1. Performance Architecting

10

102 2. Design-space e Va|l‘d'¢':ltI0.n & ‘
exploration Verification 4

103 N

3. Performance modeling and analysis

104 A 5. Model learning
10°

4. Scheduling and supervisory control

Level of detail

10° A /4
107 5. DacoIIection Implementation : =
2 Inegration Model-driven optimization
+ 108 feedback loop

(realization)

Figure24: MD-SysPE focus areas inmmddel (from(Sanden, et al., 202]1)
In brief, thesdocus areas are

1. Performance architecting to determine the performance aspects that need to be taken into account
at the start of the development process and during the system life cycle.

2. Designspace exploratiorio explore the tradeoffs and find optimabesigns within a given system
architecture.
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3. Performance modelling and analyscs express and analyse the performance of specific system
configurations

4. Scheduling and supervisory conttolachieve the required performance during system operation.

Datadriven analysis and desigo enable model learning, model validation and model calibration.

1. Performance - -
//,— == y
= ystem

Architecting | 2, Design Space

Exploration | 4.Scheduling and /
3. Performance o supervisory control [
modeling and analysis | 4 ] P .

4, Scheduling and Adaptation %

G Architecture
supervisory control 5. Data collection

5. Data
‘ collection | 5. Model .
learning |kl ‘

‘ 5. Model learning ‘ -~ \-v% ‘ 5. Model learning ‘

redesign new system version
Figure25: System life cycle with a positioning of the MRsPE focus areas (frg8anden, et al., 202)1)

Figure25 positions these focus areas in the system life cycle, emphasizing the feedback cycles from system
operation to improve system performance. Operational datayrba used to improve system performance

at runtime and through system updates. It may also serve as valuable input for the development of new
systems.

In this section, we will highlight three concepts that are fit for the deeidgecloud continuum:

1 Concept forperformance monitoringo actively monitor performance and detect degradation or
violations. These concepts correspond to focus areaFsguare24.

1 Concepts foperformance modelling and predictiem predict relevant aspects of performance of an
application or platform, dependent on alternative desigme orrun-time situations. These concepts
correspond to focus area 3 Figure24.

1 Concepts fomperformance managemenb influence the relevant aspects of performance of an
application to adjust to rutime situations, and to stay within limits of performance requirements.
These concepts correspond to focus area Bigure24.

6.4.1 Performance monitoring

Overview

The TRANSACT approach to the development of distributed CPS ingtrétasnance monitorig as a
solution towards the challenges of meeting performance requirements and objectives. It corresponds to
focus area 5 of MEBysPHlepicted inFigure24. The goal of performance monitoring is to observe the
temporal behaviour of a system, taking advantage of the statistics provided by performasritons
(Valente, et al., 2021)These monitors are watchpoints that collect system metrics or events, typically
characterized by the time they occurred, metric values the type of event, and any additional attributes
required todescribe it. Tools that support performance monitoring are, e.g., OpenTelemetry and Prometheus
(Chakraborty & Kundan, 2021)
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Performance monitorings an important part of the welkstablished MAKK cycle Eigure26). This cycle
defines the main four phases that an adaptive system perfomitor-AnalysePlanExecutgKephart &
Chess, 2003)The crosgutting concept that is shared by these phases concernKimawledgethat the

system has about itself and its context.

Consistent with the TRANSACT reference architecpggormance monitoringn TRANSACT is concerned
with the Monitor and Amalyse phases. ThePlan and Executephases together are calleBerformance
managementin TRANSACT which is the topic of SedidB3 Since both thé\nalyseand Planphases are
concerned with performance modelling and prediction, we dedicate Se6tibR2to this important topic.

This section focuses on thelonitor phase, thatdefines the observation of the system itself and its
environment. TheAnalysephase during which the collected data is processed is briefly discussed as well but
is further elaborated in Sectiof4.2

Autonomic manager

Analyse Plan

Monitor Knowledge Execute

Managed elements

Figure26: MAPEK autonomic loop (fronfKephart & Chess, 2003)

Essentially, the monitoring process consists of the following steps (adapteqHmmaros & Pnevmatikatos,
2013) depicted inFigure27:

1 Capture an event by a periodic monitor or an asynchronous event trigger. Different types of monitors
distributed across the system are in charge of collecting raw information from the system itself and
its environment.

1 Represent the event in a defined fortndo process the data collected from different sources and
methods, the data must be homogenized.

1 Filter or preprocess the captured data. The essential information is filtered of the complete set of
data.

1 Preprocessed data can either be stored or trariged to be used by other components.

Periodic or Filtered or

event-driven pre-processed TRANSMISSION
PRE-

PROCESSING

stimulus Raw data data
Figure27: Runtime monitoring process (adapted fro(ornaros & Pnevmatikatos, 2013)

Formatted
data
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Different parameters characterizing the monitoring process are relevant to consi@er £ O2 yS> Y NA U 7
& Traytel, 2021)These include:

1 Type of instrumentation: hardware, software or hybrid monitors. Software monitorsuatelly
more intrusive than hardware monitors, depending on the coupling between the monitor and the
monitored system. On the other hand, full hardware monitors do not support the captured data to
be easily used at the application level.

1 Monitoring archiecture: centralized or distributed. Specifying the architecture in terms of
distributed interdependent modules instead of a monolithic structure increases flexibility, but also
the complexity of the system.

9 Synchronization: local or global. Important topiconcern the use of clocks, their synchronisation
and methods to compare timestamps generated from different sources.

1 Publishing format: raw traces or ppgocessed statistics. Depending on the volume of the dataset,
the number of statistics may have b reduced before the analysis phases.

Regarding théAnalysephase, important topics in current research literature ane-time verificationand
seltaware systemsThe first, also known as rdime monitoring, is the study of methods to analyse the
dynarric behaviour of computational systengsCl f 02y S> Y N& (i A 6 = Dynafhid BeNdvious ¢ NJ
includes temporal behaviour, which is related to the fulfilment of temporal constraints defined by non
functional requirements. fe latter describes systems with the ability to adapt (in the Plan and Execute
Phases) to different operating environments autonomously, based on the characteristic-afveefness
(Bellman, et al., 2020Y o do so, conceptsish as selmnonitoring or seimodelling are developed, that allow

the observation of the real behaviour of the system and to compare it with the expected one.

Fit with concept TRANSACT reference architecture/components

In Figure28, the purple ellipses show the components in three tiers of the TRANSACT reference architecture
that are responsible for performance monitoring. Thafety, Performance and Security Monitoring Service
components capture, format and pygrocess data colleet from the system, i.e., carry out the Monitor
phase inFigure26. These components can include thealysephase inFigure26to analyse/predict whether
performance properties are met. In case of a (predicted, future) violation of a performance requirement, the
component will signal an Operational Mode Manager/Coordinator compotiwtttakes action to prevent
future violations), carrying out phas®anandExecuten Figure26.
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Figure28: Performance monitoring in TRANSRreference architecture

Example in context of a use case

The need for performance monitoring can be illustrated by the use case scenario 'Automatic image
registration' of UC4. This scenario is concerned with the ability to integratenfgeventional 3D CT images

with the live Xray image guidance so that a dalogist can perform the required treatment on the patient.
Upon request, the system must be able to perform the image registration in the cloud, with a response time
of at most 5 seconds. As a falick scenario of automated registration, the cardiolbgisould be able to

perform a manual registration.

Performance monitoring has an important role in this use case. Sdfety, Performance and Security
Monitoring Serviceomponents monitor the response time of the image registration and could perform run
time verification of the timing requirement of 5 seconds, and (ralbdelling of the responsme statistics,

taking into account response time variations. In case the probability that the response time exceeds 5
seconds is predicted to be too high, themponent can trigger an Operational mode manager, which can
adjust the allocation of platform resources, to keep the response time requirement in check.

Challenge for application within TRANSACT context

Performance monitoring in TRANSACT requires

1 Determhing the intrusiveness of performance monitoring, by getting insight to what extent the
(timing) behaviour of the system is affected.

1 Time synchronization mechanisms to allow tisyschronized data collection in the distributed CPS.
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9 Efficient performancenodel learning techniques, that can be encapsulated intimne monitors.

1 Efficient performance prediction techniques, that can be encapsulated iiimgimonitors.

6.4.2 Performance modelling and prediction

Overview

The TRANSACT approach to the development of distributed CPS inpkrfi@snance modelling and
prediction as a solution to the challenges of performance requirements and objectiMes. goal of
performance modelling and prediction is to predict performamealities of a system, dependent on system
settings such as resource allocation, quality settings of an application or operational rivmbksling and
predicting performance is a key area in MBPsPE (corresponding to focus area Bigure24), but is also an
important ingredient in performance monitoring (see Secitof.1) andrun-time performance management
(see SectioB.4.3 and corresponds to th&nalyseandPlanphases in the MARK cycle depicted iRigure26.

Performance modelling and prediction for distributed CPS is facilitated by-thart paradigmdepicted in
Figure29. The Ychart paradigm(Hendriks, Basten, Verriet, Brassé, & Somers, 2(Kiéphhuis, Deprettere,
Vissers, & Wolf, 1997)Lapalme, et al., 2009proposes to model application functionality and the
implementation platform as separate elements, with an explicit mapping as variation point between them.
This allows easy variation of applicatidanctionality, platform resources, and mapping choices and
facilitates analysing the performance impact of these choices, forming a convenient basis for (automated)
designspace exploration to systematically explore design alternatives around these amuaiints.

Application(s) Platform
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Figure29: Y-chart based performance modelling

The structure imposed by thechart can be combined with numerous performance modelling approaches
such as data flow, timed automata, stochastic processes, queuing networks, diseegtesimulation and
machine learning approaches. These different apphas can model different CPS characteristics, support
different properties to be analysed, and with different degrees of accuracy and efficiency.

Fit with concept TRANSACT reference architecture/components

Figure30shows the components in the three tiers of the TRANSACT reference architecture that benefit from
performance modelling and prediction. Th8afety, Performance and Security Monitoring Service
components mayencapsulate (learned) performance models, enabling the prediction of whether certain
performance properties (concerning, e.g., response latencies or throughput) will be met. In case of a
(predicted, future) violation of a performance requirement, @peraional mode manager/Coordinator
componentcan decide to transit between operational modes. The optimal configuration parameter settings
(i.e., optimal mode) can be determined by an encapsulated performance model that allows the performance
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to be predicted or different configurations. Notice that performance modelling and prediction apply to the
complete TRANSACT reference architecture as well, e.g., to dimension théi¢hm@e=cution platform and
to designtime deploy the safetyritical CPS applicatiomhis overall aspect is not shown in the figure.
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Figure30: Performance modelling and prediction in TRANSACT reference architecture

Example in context of a use case

¢KS ySSR T2NJ LISNF2NXIyYyOS Y2RSttAy3a FyR Fylfeaia
reconstruction for treatment and diagnosis' of UC4. This scenario is concerned with delivering a 3D
reconstructed CBCT image upon request from a radioldgisrdiologist within a reasonable timeframe

(typically 20 seconds after acquisition). The 3D reconstruction application consists of several components
and services to be allocated on resources over the edge/cloud continuum.

Determining an optimal deployent of application components on the platform and assigning appropriate
resource shares in such a way that respofise requirements are met is challenging. Predictive
performance models are instruments to underpin the decisions and explore the vast nahakernative
choices in a systematic manner.

Challenge for application within TRANSACT context

Performance modelling and prediction in TRANSACT requires

1 Performance models capable of predicting relevant performance qualities with sufficient accuracy,
dependent on system settings such as resource allocation, quality settings of an application, or
operational modes.
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1 Performance models capturing the variation in performance qualities, which are intrinsic to the
edge/cloud based systems.

1 Systematic waysot obtain performance models, by firptinciple modelling, by model inference
using data measurements or by a combination thereof.

1 Offline modetbased performance prediction techniques for desiine optimization, allowing
relevant performance qualitie to be predicted with sufficient accuracy, dependent on system
settings.

1 Online modelbased performance prediction techniques for efficient runtime performance
monitoring and management, allowing relevant performance qualities to be predicted efficiamtly
with sufficient accuracy, dependent on system settings.

6.4.3 Performance management
Overview

The TRANSACT approach to the development of distributed CPS inuduitesnance managemerds a
solution to the challenges of performance requirements and objectives. Performance management is part of
focus area 4 of MEBYysPE depicted igure24 and is cooerned with thePlanand Executephases of the
MAPEK cycle depicted iRigure26. The goal of performance management is to influence the relevant aspects
of performane of an application to adjust to rdiime situations and to stay within limits of performance
requirements Management strategies may include adjusting resource allocation or quality settings of an
application, shaping, or balancing of workload. Perforneamanagement may involve continuous
adjustment of system settings, but also reconfiguration of operational modes of the system or application,
for instance placing functions at different tiers, such as edge or cloud, in which case the reconfiguration
process itself may be subject to performance constraints.

Performance management can be explained generically though the Quality and Resource Management
(QRM) architecture shown Figure31. This reference architecture is developed in the FitOp{ERGSEL Joint
Undertaking, 2012021), and follows the-¥hart decomposition as depicted Kigure29. Application and
platform components have explicit QRM interfac#s.QRM interface has six aspects: inputs, outputs,
provided budgets, required budgets, qualities, and parameters. Parameters capture the configurable
setpoints (i.e. modes) of a component. Qualities capture all component properties of interest, like
performance, safety, image quality, cost, etc. Input and output capture the functional aspects that are of
interest for QRM, like data resolutions and rates. Provided and required budgets capture resource (e.g.,
processing, bandwidth, storag@yovisions and/omeeds. Each configuration of a component specifies a
relation between those six aspecise. can be taken to represent a particular QuatifyService level for an
scalable application (see Sectidrb). The reference architecture is supported by a modelling language
(QRMLg for QRM Language) and toolgéBerg, et al., 2020https://grml.org) that allowsto model the QRM

view of a system. QRML has a widfined mathematical semantics framewdqitendriks, Geilen, Goossens,

de Jong, & Basten, 202that supports multiobjective optimization. The framework is compondyased,
supporting both desigftime and runtime reasoning and optimization.

Version Nature / Level Date Page
v1.0 R/PU 30/05/2022 57 0of 113


https://qrml.org/

DS (3.1)

Selection of concepts for erfid-end safety and performance
for distributed CPS solutions

127l

TRANSACT

Application-to-platform mapping

Applications

Application component abstractions

@ Composition of application component
abstractions that provides functionality to a user

Abstract Application

Quality and Resource Management
(QRM)

7z S

Virtual Execution Platform

QRM Referer{c% architecture

Composition of virtual platform components

that can run an application

Platform component abstractions

Platforms

provided

para meters qualities ¢ budget

input output

component

required budget

QRM component
abstraction

Figure31. QRM reference architecture (fro(®au, et al., 202))

Fit with concept TRANSACT referermrehitecture/components

InFigure32, the purple ellipses show the components in three tiers of the TRANSACT reference architecture

that are responsible for performancenanagement. TheOperational mode manager/Coordinator
componentsdecide to transit between operational modes, based on input obtained from Shéety,

Performance and Security Monitoring Sendoeponents. These components monitor among other things

bandwdth, availability and resource utilization and verify or predict whether applicd&wal performance

requirements (concerning e.g., response latencies) are met. When these requirements are (predicted to be)

violated, the Operational mode manager/Coordittt componentscompute the optimal configuration
parameters settings (i.e. optimal mode) to avoid the violation of performance requirements.
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Example incontext of a use case

¢tKS ySSR FT2NJ LISNF2NXIFyOS YIyl3aSYSyd OFy o6S Aff dz
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with the live Xray imageguidance so that a cardiologist can perform the required treatment on the patient.

Upon request, the system must be able to perform the image registration in the cloud, with a response time

of at most 5 seconds. As a falick scenario of automated regiation, the cardiologist should be able to

perform a manual registration.

Performance management has an important role in this use case. Operational mode
managefCoordinator componentgan adjust resource allocation or balance the workload, to prevent
violation of the 5seconds responstme requirement.In case of violation, it should transition to an
operational mode of manual registration.

Challenge for application within TRANSACT context

Performance management in TRANSACT requires
9 Identification ofadjustable parameters (knobs) of resources and qualities.

9 Identification of operational modes and (re)configuration options of the distributed platform, of the
application mapping to the platform and of the application.

1 Modelling: Application and platformomponents have configurations that influence performance in
relation to other objectives, such as image quality or safety, to other costsasuchst of operation
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and to the functional requirements of the applicatioActive management requires adequate
modelling of the available configurations and corresponding relations, including the properties of the
reconfiguration itself (impact on performance, quality, safety, cost, etc.).

1 Optimization: Knowing the available configuration options then enables#hection of operation
mode and configuration. The available options may quickly grow and the (distributed) selection of
optimal mode and configuration is a challenge to be addressed.

1 Reconfiguration: Strategies for actively deciding on (re)configuratiased on input acquired from
monitoring.

65#1 1 AADPOO &I A OBEBOOEO

This sectiondescribes selecteddesigntime methods and concepts for analysisgfety and risks tdhe
intended systemin the deviceedgecloud continuum.Safety engineeringSafety Engineering, 2028ps
traditionally been concerned witlassuing that engineered systems provide acceptable levels of safety.
Tradtional methods includdailure mode and effects analysiEMEA)fault tree analysi¢FTA) and also Bow

Tieanalysis(Ferdous, Khan, Sadiq, Amyotte, & Veitch, 20IBgse methodsypicallylook at filure modes
for each piecgpart, orcomponentof the system.

When undesiredinteraction between otherwisefine components or specific scenariggan causainsafe
situations other methods armore suited.Threenovelmethods and concepts are selected in this concept
class which are the following:

w System Theoretic Process Analysis (STPA),
w ldentification and Quantification of Hazardous Scenarios,
w The MAGERIT method for risk assessment.

The following sub secti@eachdescribeone of these methods or concepts together with theiritth the
TRANSAQEference architecturewith an example in context of a use caaad the challengestill to be
addressed.

6.5.1 System Theoretic Process Analysis (STPA) for safety critical Cyber-Physical
Systems

Overview

STPALeveson, 20165 a hazard analysis technique which not only incuctanmponent failures but also
considers accidents that can be caused by unsafe interactions of system components, none of which may
have failed.

In case of safety, the traditional hazard analysis i®thasn the decomposition od system into separate
components with the assumption thainalysingeach of these components separately suffider an
understanding of hazaedn the overall system.

STPA is based on the idea in systéieory that, if emergent properties arise from individual component
behaviourand from the interactions among components, then to control the emergent properties, such as
safety, security, maintainability, and operability, requires controlling behaviour of the individual
components and the interactions among the componefitsveson, 2016)

Some of the advantages of STPA over traditional hazard/risk analysis techniqties fatewing
1 STPA can be started eaily a concept analysis to assist identifying safety requirements and
constraints. As the design is refined and more detailed design decisions are made, the STPA analysis
is also refined to help makg more and more detailed design decisions.
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1 STPA includes software and human operatorghie analysis, ensuring that the hazard analysis
includes all potential causal factors in losses.

1 STPA provides documentation of system functionality that is often missing or difficult to find in large,
complex systems.

i STPA can be easily integratedoitihe systens engineering process and into modeshsed system
engineering.

STPA

1) Define 2) Model 3) Identify 4) |dentify
Purpose of =i the Control p=pi Unsafe Control =i Loss
the Analysis Structure Actions Scenarios

N
. N Sy £ Sy
Identify Losses, Hazards - =
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System
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Environment
L

1 System

>

Figure33: Overview of STPA concdpeveson, 2016)

Description

Depicted inFigure33 is the highlevel steps in carrying out of STPA analysis. Each step constitutes of some
sub-steps which provide inputs for subsequent steps, see(kayeson, 2016 he goal of the overall process

is to obtain a system overview where loss scenarios are identified and can be traced back to unsafe control
actionswhich causedhem.

Fit with concept TRANSACT reference architecture/components

The end point of safety icyber-physical systemis at the physical layer. loaseof the TRANSACT project this
includes the device side tfie Reference architecture. However, as we outlined in previous sections, safety

is an emergenbehaviourof a sysém. This implies to ensure safety all the elements that are included in the
solution should be considered and reasoned about. Having this in mind, means that safety analysis-is a cross
cutting conceptin Figure34, theblue arrowshighlightthat the line of reasoning about safeffectsall tiers
involved in the provided solution.
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Figure34: TRANSACT reference architecture

Example incontext of Use case 4 (model registration service)

To illustrate how STPA can be applied in context of TRANSACT piseectse 4 Image guided therapy and
diagnostic imaging systemss chosen qee Section 3.1.4). More specifically the cloudbased image
registration scenario is considered, in whichlibration ofthe overlay of thelive image on top of a pre
computed 3D model is calculated in the cloud.

1. Define Pupose of the Analysis

To define the purpose of the analysis we need to define the system level losses by focusing on what safety
or mission critical situation can arise within the contexthaf system. Following is the examplelofs in the
context ofcloud-based imageaegistrationof usecase 4.

L-1.Loss of life or serious injury to people
L-2.Loss of mission (success of operation/treatment)
L-3. Loss of performance (slow/higkzl.Ja kK X 0
L-4. Loss of customer satisfaction
Apart from Losses the Hazarid the context of system operation are identified, e.qg.
H-1. SystemRegisters wrongatient [L-1, L-2, L-4]
H-2. Systemis unableto connect to cloudl}2, -3, L-4]
H-3. Systenstreans live images ordedicated monitowith a lag[L-1, 1-2, -3, L-4]
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